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https.//www.coveware.com/blog/g2-2020-ransomware-marketplace-report

Source: Coveware Q4 2019 Ransomware Marketplace Report (January 2020)
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https://www.coveware.com/blog/q2-2020-ransomware-marketplace-report

Average Ransom Payment by Quarter

Amounts are in USD
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RDP Ransomware as a Service

Phishing

of breaches are caused

93% by phishing and scams?

of cyberattacks start with

0
91% ohishing email? SODINOKIBUREVIL

12018 Verizon Data Breach Investigations Report

2 https://blog.knowbe4.com/bid/252429/91 -of -cyberattacks-begin-with-spear-phishing-email OpenText Confidential. ©2020 All Rights Reserved. 10
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*  ¥1 malicous spambotnet

Heavlly used and “friends” with mast makware
Responsible for the most ransomware
Creates backdoor for info stealers and others

. L *
TrickBot Dridex QakBor
* Banking and info-stealing * Banking and info-stealing * Passibly the oidest info-
Trogsn and backdoor Trojan and backdoor stealing Trojan st getting
*  Spreads laterally and listens *  Spreacs latevally and Bstens ppaates 100y
for domain cregentials so for domain credentials *  May be defivered by 115 own
attackers can disable *  Eventually leads to malspam
protections and pedorm recon ransomware e *  Favors Prolock ransonmwane
*  Eventually ieads to BitPaymes/DoppeiPaymer (not featured here)
ransomware ke Ryuk
Valak Ransomware as a Service (Raas)
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awn info-stealing capability e R L ST
budt into the nitial infection Sodinokibi/REvil/GandCrat wmm“.m
o Very successful RaaS Versatile Raas platfarm
* "Happy Blag" Is the name of *  Mostly uses unsecured RDP as
its data eak/awction site s attack vector
¢ Authors may take a cut of Doesn't require 3 victinm to fal
successful ransoms for phishing
. 4
Ursnil IcediD
* Info-stealing Trogan that's *  Upgraded Trojan with
almaost as old as QakBat steganagraphic payloads
*  Often associated with ke *+ Often dropped by TrickBot and
- Ursnif
*  Typlcally results in Maze
fansomware
b4 ’ B
Mmk Maze Waymu[bopp@avmcr
H#1 ransomware accarding to *  Goes after the largest targets Hgnly successful ransomware
victim reparts to the F& for juicy payouts *  Alsouses a data leak/auction

TrickBot's favorite
fANSOMWare

Wl leak ar suction off your
dataif you don't pay the
ransom

*  Akouses malspamand RDP as
attack vectors

*  Believed to have "pronesred”
the data leak/auction site
phenomenon

ransom

site if you don't pay the
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2019t 7|9= 714t Phishing AfO|E Top 10

Phishing URLZ0]| 7t 640% =7}

Facebook Microsoft Apple Google PayPal
2018 2019 2018 2019 2018 2019 2018 2019 2018 2019

Dropbox Chase Yahoo Adobe Wells Fargo
2018 2019 2018 2019 2018 2019 2018 2019 2018 2019

Webroot 2020 Threat Report

Open teXt " OpenText Confidential. ©2020 All Rights Reserved. 12



Rapic7 bi—annual National Exposure Index scans

United States
China

Rﬂpld?o'”A" )élﬂ‘%l_l' ?JE"';"J Brez
é;HO-”A.l 3389/TCP ;I'_I'l;Ejl' Korea, Republic of

United Kingdom

?E:IE’:l S)VIkE %E’l-IO_I %)I-H‘jl- France
1,100',3_" EH O‘él'()‘())w-l 18 Netherlands

Z 4109t {7} RDP
D= ESS Aot ULt

@ 1,183,978 (28.8%)

© 176,898 (4.3%)

® 136,840 (3.3%)

® 122831 (3.0%)

® 119,896 (2.9%)

® 116,877 (2.B%)

® 114,451 (2.8%)

Canada =& 98,110 (2.4%)

Russian Federation =8 96,557 (2.3%)
Hong Kong =& 75,141 (1.8%)
Australiag =9 67,338 (1.6%)

India =@ 62,195 (1.5%)
, , Taiwan =—=a 61,167 (1.5%)
Japan == 61,024 (1.5%)

‘ ‘ Spain == 60,452 (1.5%)

Webroot £|2d 211 A0
[[[EMH RDP T2 EZ0

Z|oF S 225t 21490

ZH0| 7|2 AT HHQIS
£5} A2 =5t UL,
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, , Shodan.io

Italy =@ 47,887 (1.2%)
Turkey ——@ 46,862 (1.1%)
Poland =@ 44930(1.1%)
Ireland =——® 43307 (1.1%)

® 730,523 (17.7%)

Username : admin
Password : admin

2
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Source: "Cost of Data Center Outages," Ponemon Institute, 2016
Source: Enterprise Strategy Group Master Survey Results, 2018
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Source: Naveen Chhabra, Back up your SaaS Data, Forrester Inc. Jan 2018

ESG 2019 Technology Spending Report
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o O n e D r iVEO‘” ID_I' 1_-|I %O ‘ E‘ _’ El-g :s Office 365 OneDrive
S h are PO| nt Al-o ‘ E O ‘ L_l- j-_lél_ = Restore your OneDrive Settings .
=) % |:_|'E Microsoft 365 P R

ﬁ
I Select a date Sit tting
M H ‘ A 01 ‘ X-I R O PEI Custom date and time All changes after 3/21/2018 8:04:31 AM will be rolled back 23
Theme
___________________________________________________ O o

- YU E =22 =0 EH N2kl =5
1= AlISSHA| 2=

o  A|&otHARE OneDrive =0
%}}HE %I:IH |-h 7-|EI|- ;(-”_n_

. YR TAEIXOLHHS AN

I_I_ —_ —_—

= Files Restore uses version history and the recycle bin to restore OneDrive, so it's subject to the same
restrictions as those features. When version history is turned off, Files Restore won't be able to restore files

list or library.

= Deleted files can't be restored after they've been removed from the site collection recycle bin—either by
manual delete or by emptying the recycle bin.

(destructive restore only) ettt EEEEEEEERS - -
+ 30Y7HR|2HAF

= to a previous version. For information about versioning settings, see Enable and configure versioning for a
!
|
!
!
|
!
|
!
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“Files Restore” = Z¢l)
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Source: Naveen Chhabra, Back up your SaaS Data, Forrester Inc. Jan 2018
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Carbonite® Backup for Microsoft 365
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Microsoft 3652 &

IJ Office 365

o~ | : w— g e Qo gy g '_

A2 A=0]| Q1 A|6= Microsoft 365
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Carbonite Backup for Microsoft 365
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Use case: Hoiol =%
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Carbonite Backup for Microsoft 365 = Z1HIX = L =
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Use case: SharePoint GIO|E|2] =& A=

A8

- HItE| 0| Z2H E 9| [} 2 SharePoint AfO| E7}

THE 87

-|I:I|-J.L|OOE|- 7C§_CI>_

R

T
OneDrive22| 22l0| & Q
 SharePoint AJO|EE AA| E<lat 2O

SharePoint A}O|E0|A{ THUEH 2

OFYHOZ BT
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Select a date

‘ Custom date and time A ‘

All changes after 11/28/2020, 12:08:55 PM will be rolled back

o |

Move the slider to quickly scroll the list to a day.

29 28 27 26 25 24 23 22 21 20 13 18 17 16 15 14 13 12 11 10 9 1 7 [ g < 3 2 1 0
Days ago

select a change in the list below to highlight it and all the changes before it. Then select the Restore button to undo all the highlighted changes.

v Change File name

A 9 days ago - 11/28/2020 (314)

Q B  Deleted by Tack Joon Chung 12:08:56 PM OMD17 Threat Hunting Throeugh MITRE.ppix

Q 0 Deleted by Taek Joon Chung 12:08:56 PM OMDO&_How HTTPS s Making Us Less Secure and Ways to Address It.pptx

Q [l  Deleted by Tack Joon Chung 12:08:56 PM OMDO02_The Too Much Trust in Microsoft 365 Issue_Ready for C5 Review_Reviewed by ...
g B  Deleted by Taek Joon Chung 12:08:55 PM OMDO2 Holding the Public for Ransom v1_Reviewed by CS.pptx

Q [  Deleted by Taek Joon Chung 12:08:55 PM OMD14 What's Mew and What's Mext EnCase Endpoint Security_ FINAL pptx

B Deleted by Taek Joon Chung 11:58:12 AM OMD06_How HTTPS Is Making Us Less Secure and Ways to Address ltpph:

& Updated by Taek Joon Chung 10:19:30 AM 1455_P 82CASBET21B35FERSVCEAI4COT1V4E173.L01.CaseRevision

OO0 8 85 858 858 &5 &

& Updated by Task Joon Chung 10:18:18 AM 7595_P_03F440E4D4EE33EEBCTECACFEF2TARAD.L0N.CasaRevision
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Use case: 11ZH0| AFE-ZQl 253} 7| AFE

24
. L 0l fet 2240| 455t 7|0 AQHS SISO} B
312 ot

CARBONITE®

»  CarboniteS AtEolH 10| £te|ol= Azure Key VaultS 2-&5t0]
BYOK (Bring Your Own Key) & A& = U=

. "’7”0I J-FP—IOP—9I§ %—*%GPO# HIO|E = %*iifﬁf_’ R4 1A4T0|

IL

. T2 S ) D1 7 A8 S BLIEE U Beld 4 918

=Z L = 1T AM
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Use case: Microsoft 3658] AJH|A =Lt Al =0 NiAU-=0]| CHst =2l

= x"l-l
e =
ZFZEA P12 M JH|A ZCHA|, 22 BME(HE
— - | —
_Il__A-l y ZH ? I'_A-l 3)0'” EH ol_l- Zu-IE'O| O-l E:|E Office 365 (Office365) is an online productivity suite that is developed by Microsoft. Office
365 contains online and offline versions of Microsoft Office, Lync and Onedrive, as well as G Of‘ﬁce 36 5
online versions of Sharepoint, Exchange and Project.
ofj 4 dlo
OH = O |_I-
HHOH Z{ A A O] 22 S MS AIRSIOZM RO MIUSES [CIREE s oz
* L8 A ol-—l—— T = uﬁEA SN =R IS Lerl &
1801 roports Live Outage Map »
olm-mmmm View past issues
Most reported problems: Resolved issues:
« Login {(63%) « 23 March: Prablems at Office 365
» Exchange (21%) « 23 February: Problems at Office 365
« Server connection (15%) « 15 February: Problems at Office 365
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Source: Pushan Rinnen & Robert Rhame, Critical Capabilities for Enterprise Endpoint Backup, Gartner, Inc., 2015
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Carbonite® Endpoint

Carbonite® Endpoint= 11ZH9| Endpointe]| |O|E|& 1402 HS
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o of all successtul cyber attacks
0 S caused by human error
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Necessary: @ Proven: @ Best Practice:
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Multi-Layered EQr &z

AFEA HOF W=
DNS Eot

OtA URL A}t

AlA|ZF Anti-Phishing
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02-2185-1054
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facebook.com/opentext

linkedin.com/company/opentext



