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Block BackupProtect RecoverTrain

WEBROOT: CYBER RESILENCY  /  THE SOLUTION

OpenText

• Security Awareness Training
• BrightCloud Threat Intelligence
• DNS Protection
• Business Endpoint Security

• Backup for M365
• Server Backup
• Recover
• Availability
• Migrate

• EnCase Security
• EnCase Forensic
• Tableau

• Core Share
• Core Signature
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2020
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https://www.coveware.com/blog/q2-2020-ransomware-marketplace-report
Source: Coveware Q4 2019 Ransomware Marketplace Report (January 2020)

2020 1 : 

$84,116

2020 6 :

$178,254 16.2 days

https://www.coveware.com/blog/q2-2020-ransomware-marketplace-report
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2020 

RDP Ransomware as a Service

Phishing

93%
of breaches are caused
by phishing and scams1

91% of cyberattacks start with
phishing email2

1 2018 Verizon Data Breach Investigations Report
2 https://blog.knowbe4.com/bid/252429/91-of-cyberattacks-begin-with-spear-phishing-email

https://blog.knowbe4.com/bid/252429/91-of-cyberattacks-begin-with-spear-phishing-email
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2019 Phishing Top 10

Phishing URL 640% 

Webroot 2020 Threat Report
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RDP 

Rapic7 bi-annual National Exposure Index scans

Rapid7
3389/TCP

1,100 , 
410 RDP 

.

Webroot 
RDP 

.
Shodan.io
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Carbonite Backup for Microsoft 365
Overview
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Source: "Cost of Data Center Outages," Ponemon Institute, 2016
Source: Enterprise Strategy Group Master Survey Results, 2018

$10K+38%
2010

65%
SMB 

46%

Out of business51%
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Source: Naveen Chhabra, Back up your SaaS Data, Forrester Inc. Jan 2018
ESG 2019 Technology Spending Report 

Microsoft
, Cyber resilience
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• OneDrive , 
SharePoint , 

Microsoft 365 

•

• OneDrive 

•

(destructive restore only)

• 30
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Microsoft
✓

✓

✓ (30 )
/ (OneDrive 

Files Restore )

✓ (14 ) , 

❑

❑

❑

❑

❑

Source: Naveen Chhabra, Back up your SaaS Data, Forrester Inc. Jan 2018
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Carbonite® Backup for Microsoft 365

•
Teams, Yammer Planner Microsoft 365 

•
Microsoft 365 . , , , , 

•
4

•

Microsoft 365 
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Carbonite 

• , (nothing on prem) 

•

•

•

•

• 30

• Azure Key Vault

• Microsoft 365 Tenant

• Microsoft 365 
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Microsoft 365
•

Microsoft 365

Planne
r

Microsoft 365 

Group conversations

Group mailboxes
Group Files

Microsoft 365 Video 
Portal

Plans Internal NetworksTeam Chat

Team Channel

MS Teams Voice,
Video, Meetings

IM

S4B Broadcast

User Mailboxes

Calendars

Sites, Lists, Libraries

User OneDrive's

Group Notebooks
Teams Files

Buckets

Tasks

Teams Planner

External Networks

Yammer Notes
and Files
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Carbonite Backup for Microsoft 365
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Use case: 

• OneDrive, SharePoint Teams

• , 

• Office365 

• Carbonite Backup for Microsoft 365 
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Use case: 

• , Microsoft 
365 , 

• (Microsoft 
365 )

•
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• Teams
• , , 

• Teams 

• Teams , 

Use case: Teams 
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Use case: SharePoint 

• SharePoint

•

• SharePoint 
OneDrive

• SharePoint , 
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•

• Carbonite Azure Key Vault
BYOK (Bring Your Own Key)

•

•

Use case: 

Customer owned
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Use case: Microsoft 365 , 

• Microsoft 365 , (
, )

•
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Carbonite Endpoint 
Overview
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Source: Pushan Rinnen & Robert Rhame, Critical Capabilities for Enterprise Endpoint Backup, Gartner, Inc., 2015

45% 72%
:

40
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Carbonite® Endpoint

•

On-prem Carbonite 

•

•

Endpoint

•

Endpoint

•

Private Key

Carbonite® Endpoint Endpoint
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Necessary: 01 Proven: 02 Best Practice:03
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Multi-Layered 

PE 

URL 

Anti-Phishing

PE 

DNS 
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opentext.com

twitter.com/opentext

facebook.com/opentext

linkedin.com/company/opentext

Phone 02-2185-1054

Mail krmarketing@opentext.com

Contact


